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Checklist

v During this process you will need to access a web browser. Only use Safari,
as other browsers are not guaranteed to work correctly.

v All other applications and windows on your device are closed.

v" Your device has the correct date and time. If date and time are incorrect, the
Gordon WiFi network will not connect.

v" You can login to Gordon computers using your Gordon username and
password.

Please note the following:

+»+ Follow each step in this guide, and do not skip ahead.

+ Please note that the below instructions may vary slightly between different
devices and MacOS versions. This guide was created on a Mac running the
Operating System Big Sur, version 11.3.
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1) Select Gordon WiFi from the list of available Wi-Fi networks.

@4

Other Networks

Wi-Fi ( @)
©
a
a
a
a

2) Enter your Gordon network Username and Password and select Join. For
students, your Gordon Username is your student ID number.

A The Wi-Fi network “Gordon WiFi” requires WPA2
P enterprise credentials.

A 4

Username: || I

Password:

Show password
Remember this network

Cancel

3) You will be asked to Verify Certificate. Select Continue.

Verify Certificate

Authenticating to network “Gordon WiFi"

Before authenticating to server “"FENCPPM.gordontafe.edu.au”, you should examine the
server's certificate to ensure that it is appropriate for this network.

PP

To view the certificate, click ‘Show Certificate’

? Show Certificate Cancel
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4) You will be advised that You are making changes to your Certificate Trust
Settings. Enter your Mac username and password and select Update
Settings.

Update Settings .
(e il

5) Looking under your Wi-Fi, it will now appear that Gordon WiFi has
connected.

Note that you are not finished — read on, and follow the remaining steps in
this guide.

Wi-Fi

Preferred Network

Gordon WiFi

6) Use the web browser Safari and attempt to access an external website (not
Google) — you should be automatically redirected to the Register your
device to access “Gordon WiFi” page.

Login below using your Gordon TAFE credentials.
Usemame:

Ak || i 1

-
: Password:
] — N
A ‘
b

Qur training ks deiverad with Victorian and Commorealth Govarnrant funding, | Authorised by the Victoran Govemment, Metoume.
ABN:27 241 053 246.  TOID: 30441 CRICOS Provicar No. 00011G | © Gordn Insehute of TAFE 2021

If you are not redirected, go to fencppm.gordontafe.edu.au
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7) Enter your Gordon network Username and Password and select Log In.

Login below using your Gordon TAFE credentials.

Username:

| P

Password:

8) Select Install Certificate to download the required certificate.

Register your device to access "Gordon WiFi"

o In order to connect to this network, your device must be configured for enhanced security. This wizard will guide you through the configuration process.

To configure your device you must first install the certificate for this server.

Install Certificate
Install certificate to continue device configuration.

9) Select Allow to permit downloads on fencppm.gordontafe.edu.au.

Do you want to allow downloads on
"fencppm.gordontafe.edu.au”?

You can change which websites can download files in
Websites Preferences.

Cancel

10) Run the downloaded mdps_profile.php.cer file from Downloads.
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11) An Add Certificates window will pop-up — set Keychain to System, then
select Add.

F

[ ) Add Certificates

Do you want to add the certificate(s) from the file
"mdps_profile.php.cer” to a keychain?

New root certificates should be added to the login keychain for the
current user, or to the System keychain if they are to be shared by all
users of this machine.

Keychain: System

View Certificates Cancel Add

12) Enter your Mac username and password and then select Modify Keychain.

m Keychain Access is trying to modify the
| | system keychain.

é Enter your password to allow this.

Username: =

Password:

Modify Keychain

13) You should now see fencppm.gordontafe.edu.au in your Keychain
Access.

Keychain Access O ®  Q search

All ltems Passwords Secure Notes My Certificates Keys Certificates

fencppm.gordontafe.edu.au (Passwords not saved)
Kind: Web form password
Account: Passwords not saved

Where: https://fencppm.gordontafe.edu.au
Modified: Today, 12:27 pm

Name Kind Date Modified ~ Expires Keychain

@ fencppm.gordontafe.edu.au (Passwords not saved) Web form password  Today, 12:27 pm -- Local Items
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14) Once the certificate has been installed and your Keychain modified, return to
Safari and select Install Profile.

& fencppm.gordontafe.edu.au

GOrdon

Dream it. Live it. Do it

Register your device to access "Gordon WiFi"

Tk, YOI Govioe Mus! b ConfiguIed or BrNAanced security, This wizard will guICe you Ihiough the EoANQUIANON P0G

configure network settings on your device.

Our Victorian and Commonwealth Gavernment funding, | Authorised by the Victorian Gowermment, Melboume.
1A ABN: 27 241 053 248, | TOID: 3044 | CRICOS Provider No. 00011G | © Gordon Inséitute of TAFE 2021

15) The Gordon_TAFE_mobileconfig file will have downloaded. You do not
need to run the file from your Downloads — if you do, you will get a Profile
installation message telling you to go to System Preferences.

& PROFILES now
Profile installation

Review the profile in System Preferences if you want
to install it.
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16) Select the . button at the top left, and select System Preferences...

System Preferences...

17) Select Profiles from System Preferences.

®® . < > i System Preferences

Sign into your Apple ID Sl
Set up iCloud, the App Store and more. ign In

i W m @ o Q m X

General Desktop & Dock & Mission Siri Spotlight Language Notifications
Screen Saver  Menu Bar Control & Region
@ 2 | X
& &
Internet Users & Accessibility Screen Time Extensions Security
Accounts Groups & Privacy
= P >
3 I —
Software Network Bluetooth Sound Printers & Keyboard Trackpad Mouse
Update Scanners
777 I\ A
m ., & m o P|w
3 l ' - .
Displays Energy Date & Time Sharing Time Startup Profiles
Saver Machine Disk

18) On the Profiles page, you will see the Device Enroliment profile underneath
Downloaded — select it, then select Install.

@® o < > i Profiles [Q oo ]

Downloaded .
’ Device Enroliment Ignore m
ﬁ IDipvter Eelliet Gordon TAFE Unverified
N

7.8 1 setting

Description This configuration profile has network
and security settings for your device to
allow you to connect securely to
Gordon WiFi.

Signed Device Enrollment (Profile Signing)
Received 30 Apr 2021 at 12:29 pm
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19) Select Install on the subsequent Are you sure you want to install profile
pop-up windows to confirm the profile installation.

s

Are you sure you want to install
profile “Device Enroliment”?

This profile’s authorship cannot be
verified. Make sure you trust the sender
before installing.

Install

Show Details

Cancel

Are you sure you want to install
profile “Device Enrollment”?

The author of this profile cannot be
verified. Make sure you trust the sender
before installing. This profile contains
certificates that will cause additional
websites or services to be trusted by
this Mac.

Install

Show Details

Cancel

20) The pop-up window Profile “Device Enroliment” will advise that The
network ‘Gordon WiFi’ is currently in use — select Install.

7

Profile “Device Enroliment”

The network ‘Gordon WiFi' is currently in use.

If you continue with the install, the existing network configuration may be
changed by the information in this configuration profile.

Install

Cancel

21) You will need to sign into your Mac account on the Profiles/MDM wants to
make changes page to approve the changes.

=
% Enter your password to allow this.

Username: | o

Profiles/MDM wants to make changes.

Password: I

OFFICIAL

Cancel |m |

Page 9 of 10



OFFICIAL

the
GOI’dOI'I Gordon WiFi Connection Guide - MacOS Help Guide

22) Once completed, you should see a Device provisioning complete message
on Safari, and the Installed date and your username underneath SCEP
Enrolment in the profile details.

Register your device to access "Gordon WiFi"

Follow this link to the Gordon website - thanks

+ Device provisioning complete.

‘1" You should now change your network settings. Select the Gordon WiFi SSID to access the intranet.

@ < > i Profiles Q_ search

User

m Device Enroliment

Device Enroliment
Gordon TAFE Unverified

3 settings

Description This configuration profile has network
and security settings for your device to
allow you to connect securely to
Gordon WiFi.

i i ile Signing)
Installed 30 Apr 2021 at 12:31 pm

Settings Certificate
Gordontafe-Root-CA-FENCA

SCEP Enrolment
00

Wi-Fi Network
Gordon WiFi

DETAILS

Certificate

23) Toggle your Wi-Fi off and back on to complete the setup.

Wi-Fi ( L Wi-Fi

Preferred Network

Network Preferences... :

Preferences...

Your device is now connected to Gordon WiFi.
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